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The plan is to talk about:
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What’s that?

•

•

•

•



(Cloud) Penetration Testing Authorization
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Cloud penetration testing authorization

•

•

•

•

•

•

•

•

•
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Azure pentesting

•

•

•
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Azure pentesting

•

•

•

•
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Azure pentesting – Prohibited Actions

•

•

•

•

•

•

•
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Azure pentesting – Allowed/Encouraged Actions

•

•

•

•

•
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Amazon Web Services (AWS) pentesting

•
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Amazon Web Services (AWS) pentesting

•

•

•

•

•

•

•

•

•

•

•

•

•

•
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Google Cloud Platform (GCP) pentesting

•



Threat Actor Types And Attack Vectors



#ntk23

Vulnerability, Threat, and Risk
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Attributes of Threat Actors

•

•

•

•

•

•

•

•
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Hackers, Script Kiddies, and Hacktivists

•

•

•

•

•
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State Actors and Advanced Persistent Threats

•

•

•

•

•

•

•
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Insider Threat Actors

•

•

•

•

•

•

•

•

•
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Attack Surface and Vectors

•

•

•

•

•

•

•

•

•

•



#ntk23

TOP Attack vectors TODAY

•

•

•

•

•

•

•



Steps and Frameworks
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Pentesting steps

•

•

•

•

•

•

•

•
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Pentesting steps

•

•

•

•



#ntk23

Pentesting Frameworks

•

•

•

•

•
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Structure and guidance

•

•

•

•
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MITRE ATT&CK

•

•

•

•

•

•



#ntk23

Investigating CVE and CWE

•

•

•

•



Discovery and Exploits
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Open-source Intelligence Tools (OSINT)

•

•

•
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Searching Metadata

•

•

•
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Searching Metadata with Metagoofil

•

•

•

•

•

•
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Fingerprinting with FOCA

•

•

•

•

•

•
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Monitoring Responses on a Login Page
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Collecting Data with theHarvester

•

•

•

•

•

•

•

•
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Collecting Data with theHarvester

•

•
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Gathering with Recon-ng 

•

•

•

•

•

•

•
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Maltego and its Graph, and a lot more…
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Searching with Shodan

•

•

•

•

•
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Recon Tools

•

•

•

•

•



#ntk23

Scanning the Web Server and Database

•

•

•

•

•

•
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SQLmap

•

•
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Checking SSL/TLS Vulnerabilities

•

•

•

•

•
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AWS S3 Buckets

•

•

•

•

•

•

•

•

•
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AWS S3 Buckets

•

•

→

→

→

→
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EBS Volumes

•

•

•

•

•

•
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Data in Public Azure Blobs

•

•

•

•

•

•
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Password Attacks

•

•

•

•

•

•

•

•

•

•
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Create backdoor accounts in AWS

•

•

•

•

•
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Escalating Privileges of Google Storage Buckets using 

GCPBucketBrute










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Top 10 Web Application Security Risks
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OWASP Top 10 Cloud Security Risks
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Get started links

•

•

•

•

•

•

•



Do you know what THE biggest risk today is?
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HVALA!
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