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TURBULENT TIMES

300% increase in user account attacks this year
96% of malware is automated polymorphic

$15 MILLION of cost/business impact per breach
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Attack timeline

First host Domain admin o Attack
compromised compromised discovered

Research and preparation Attacker undetected (data exfiltration)
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@ 24-48 hours More than 200 days* (varies by industry)
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So, what can we do to protect identites?

- Use stronger passwords?

- Change passwords more often?
- Use smart cards?

- Not exactly...
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We go for a major change in igentity store

For 20 years, Microsoft has - Microsoft

recommended local Active
Directory Domain Services for
businesses with more than 10
users.

Yesterday



Change in identity

Now we have a new

way to think. No more local AD

Today



Azure AD - |dentity as the Control Plane
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dentity and Access
Management
Use Cases

| want to provide my employees secure
and easy access to every application
from any location and any device

| want to quickly deploy applications to
devices, do more with less and automate
Join/Move/Leave processes

| need my customers and partners
to access the apps they need from
everywhere and collaborate seamlessly

| want to protect access to my
resources from advanced threats

| need to comply with industry regulation
and national data protection laws

| want to write applications that work with my
corporate identities in Azure Active
Directory
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Benefits of moving to AAD

Have Office 3657 @ Already have AAD

R Office 365 Office apps Edge browser ———  Internet Explorer ——— Windows 10 —
Single identity

Single identity-management interface

R Computer signin  —— Office 365 ——— Microsoft Admin Center

5



Challenges and recommendations
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User profiles GPOs Local resources AD connect
Manual Profile migration No Management for Access to local resources Password changes for

for existing machines GPOs during transition on-premises resources



How do we protect identities in Azure AD?

Conditional access

Azure MFA

Windows Hello

Passwordless approach
Privileged ldentity Protection



CONDITIONAL
ACCESS

Conditions Controls

Users g » @ Allow access
Devices j 0 Require MFA
5 On-premises

IH©h Real-time apps
Evaluation

engine B
@ Deny access

Cloud apps

Medium

Low

Location @

Apps gf ........................ @ Limit access




Azure Multi-Factor Authentication

Strong and secure authentication for on-premises, hybrid &
the clouc

=  Available as Azure MFA service and Azure MFA Server
(ONn-premises)

= App Passwords for users are needed for some non-
browser apps that do not support MFA

= Always enable MFA for admins, prefterrably also for users
with conditional access

Whitelist known and trusted IP address spaces to bypass MFA




Windows Hello for Business

» User authentication to an AAD account
» PIN, biometric or gesture is verified locally with TPM

« The TPM holds the private key that never leaves the
device.

« AAD holds the public key and verifies identity against the
device held private key.

No passwords = more secure




Fast IDentity Online 2.0

Standards-based, interoperable
authentication

Works with the same devices people use every day
Based on public key cryptography
Biometrics and keys never leave the device

Protects against phishing, man-in-the-middle and
replay attacks
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Microsoft Account

Phone sign-in using Microsoft Authenticator
Password-less authentication

Public / Private key exchange

Available today!

B Microsoft

karanbir-singh@hotmail.com R

Approve Sign in

< Approve request on your phone to sign in with
ail.com

Mizrasaf T
karensitmtacsmicrmsaf.oom

Microsafr
kerenhbi=singreaatrel comr

6745 6597 O

Back

D Keep me signed in

Use your password instead

CCCCC



Demo

Passwordless access for Microsoft account
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B & 3F Signintoyouraccount X | 4+ W

Azure Active Directory

Phone sign-in using Microsoft Authenticator
Passwordless authentication

Public / Private key exchange

Coming in Spring/Summer
2018

O,

0 M login.microsoftonline.com

© contoso

janetsmith@contoso.com

Making sure it's you

Follow the instructions on the Microsoft
Authenticator app and enter the number you see
below.

4026

Cancel

Need Help?

X




Microsoft Authenticator

O+io

Add FIDO 2.0 support

Great solution for Windows 7,
MacQS, and Linux

Coming in Summer 2018




The roadmap to no more passwords

_I_

[ ' i ~ Devi lock
Any device Device + Biometric evice unioc

Microsoft
account

I On-premises app

Windows 10 or other OS Biometric on device

Web app

Azure Active
Directory
Microsoft Edge or other browser Microsoft Authenticator

SaaS service



Challenges in protecting credentials

Social engineering leads
to credential theft. Typical administrator

Most identity attacks remain
undiscovered for 200+ days

Capability

Most attacks seek out and
leverage administrative
credentials. =

Administrative credentials often
inadvertently provide more
privilege than necessary—and
for an unlimited time.



Protect against compromised admin credentials

%

Credential Guard

Prevents Pass the Hash and Pass the Ticket attacks by
protecting stored credentials through Virtualization
based Security (VBS)

Remote Credential Guard

Works in conjunction with Credential Guard for RDP
session providing SSO for RDP sessions while
eliminating the need for credentials to be passed to the

RDP host

Capability

%

Just enough administration

Administration Limits administrative privileges to the bare-
minimum required set of actions (limited in space)

Just-in-time administration

Administration Provide privileged access through a workflow
that is audited and limited in time

v

Time



Privileged |dentity Management )

Discover, restrict, and monitor privileged identities

Security alerts
CTIVE ALERTS

3 Alerts =

L] ﬁulhﬁﬂlt-ﬂllﬂl] IS5 COy LT Or rnole Scoy,
User Administrator Administrator User

privileges expire after
a specified interval

Redundant administrators increa

N
N eg 7
\\ ’f
SEE TO VIEW ALL USERS™

o ——

Enforce on-demand, just-in-time
administrative access when needed

Ensure policies are met with alerts,
audit reports and access reviews

Serwry 2lors

Manage admins access in Azure AD .. I
and also in Azure RBAC e | B |



Demo

Privileged Identity Management in Azure AD
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PIM on-premises

Administrative AD DS forest Production AD DS forest
ADATUMADMIN.COM ADATUM.COM

authentication

One way PAM trust

Admin MIM Automatic privilege deprovision
GLgouit 2016 Corp Admins

%‘ Approver (optional)

@ \/rA (optional)




Azure AD Identity Protection

Azure AD
dentity
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Medium Users without multi-factor authentication registration

# Pin to dashboard . ) , . . . - . .
Medium Roles don't reguire multi-factor authentication for activation

Lo 10 Administrators aren't using their privileged roles

Low =Y There are too many global administrators




Demo

|dentity Protection in Azure AD
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Pass-through authentication is Generally Available

Identity synchronization + Pass-through authentication with Seamless SSO

Microsoft Azure
Active Directory |7 T

————— ?
"""" ‘O Identity synchronization
2 o 4 using Azure AD Connect
\

Pass-through
authentication

Password validation requests are sent o]
to Windows Server Active Directory
via Pass-through authentication Pass-through

authentication agent

HEE On-
|| premises
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Feel free to ask: ddamir@logosoft.ba

Thanks for your attention!
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