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The mobile/cloud productivity challenge

User expectations IT challenges

Secure access to
company
resources

Easy access to . ' Protect company data
familiar apps Qe 2Nd resources
Work easily from Do more with
anywhere on any device - limited resources

How to empower users to be productive, while protecting the

Collaborate and 44
share with partners &

massive amounts of data flowing through your mobile and cloud
ecosystem?



Some common questions from cloud
aware users

How do | gain visibility into cloud
apps used in my organization
and get a risk assessment?

How can | control and limit access
to data in cloud apps?

How can | prevent data loss in
cloud apps and stay compliant
with regulations?

How do | protect cloud apps
and the data in them from
security attacks?




SaaS adoption challenge

/3% 0%

of enterprises indicated >80% of employees
Ssecurity as a top admit to using non-
challenge holding back approved SaaS apps in
SaaS adoption* their jolbs**

* Cloud Security Alliance (CSA) survey, Cloud Adoption, Practices and Priorities Survey Report 2015
**  http://www.computing.co.uk/ctg/news/2321750/more-than-80-per-cent-of-employees-use-non-approved-saas-apps-report



ldentity & access
— management

O Threat
protection

BUILT IN ﬁ
SECURITY Platform Fﬁ

Information
protection

Q Security
management
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Microsoft Platform Security

ldentity & access
management

Protect users’ identities &
control access to valuable
resources based on user risk
level

Azure Active Directory
Conditional Access
Windows Hello
Windows Credential Guard

Threat
protection

Protect against advanced
threats and recover quickly
when attacked

Advanced Threat Analytics

Windows Defender
Advanced Threat Protection

Office 365 Advanced Threat
Protection

Office 365 Threat Intelligence

Information
protection

Ensure documents and emails
are seen only by authorized
people

Azure Information Protection
Office 365 Data Loss Prevention
Windows Information Protection

Microsoft Cloud App Security

Office 365 Advanced Security Mgmt.

Microsoft Intune

S\

Security
management

Gain visibility and control
over security tools

Azure Security Center
Office 365 Security Center
Windows Defender Security Center



Key pillars of today’s security

* Protecti
e Protecti

ng identities
ng data

* Protecti

ng infrastructure and devices
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Protecting identities
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Today’s identity challenges

Private cloud

SaaS
0365 etc

Acting on-behalf-of
(OBO) a user

Any device

Multi-hop

On-premises #ntk18



Microsoft Azure AD

- Users signed-in to Azure AD have SSO to all applications

PowerShell Authenticate
to
GRAPH APIs

Your tenant r..\
Your dat N
< ﬁq

from your AD DS
& Application

gallery
' #ntk18

Management portal(s)

Synchronise users




Azure Active Directory capabilities

&

+ Challenges arise when capabilities are not understood

Connect Health

Cloud App Discovery
Self-Service Password Reset
Multifactor authentication (MFA)
dentity Protection

Privileged ldentity & Access Management
Security & activity reports

‘ #ntk18



Azure Multi-Factor Authentication

- Strong and secure authentication for on-premises, hybrid & the cloud
= Available as Azure MFA service and Azure MFA Server (on-premises)

= App Passwords for users are needed for some non-browser apps that
do not support MFA

= Always enable MFA for admins, preferrably also for users with
conditional access

Whitelist known and trusted IP address spaces to bypass MFA

#ntk18



Conditional Access

Azure AD
Identity
Protection
Service

Windows
Defender

< Lookout
=2 Skycure

> Policy Conditions

R O User identity

O Group membership

g O OS Platform

] O Is Compliant / Domain joined
Device O Islost or stolen

A Device Risk

@ O Mobile or Cloud app

App O Perapp policy
O |IPrange
é O Country/Region
Location

> Policy Controls

Access Control
Q Allow sign-in

@ Block sign-in
E Enforce MFA

Terms of Use

9849 Partners

Session Restrictions
I:lj Restrict download

53' Disable print

Prevent data leak

Applications
Microsoft Cloud

e

Microsoft Azure

3rd Party SaaS Apps

En ....... @@@@

7| ILI\I8




Policy composition

Conditional access - Policies

Azure Active Directory

+ New policy

o — - -
v=— Policies

POLICY NAME ENABLED
MANAGE

> Named locations [baseline] Require MFA on medium risk

1 [baseline] managed app and device policy

Custom controls (preview)
Terms of use (preview)

%k VPN connectivity (preview)

TROUBLESHOOTING + SUPPORT
X Troubleshoot

New support request
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Policy composition

Conditional access - Policies

Azure Active Directory

o — - -
v=— Policies

MANAGE
&> Named locations
¥ Custom controls (preview)

Terms of use (preview)

QI' VPN connectivity (preview)

TROUBLESHOOTING + SUPPORT

X Troubleshoot

New support request

+ New policy

POLICY NAME

[baseline] Require MFA on medium risk

[baseline] managed app and device policy

Conditions

0 Info

Sign-in risk @
Not configured

Device platforms @

Not configured

Locations @

Not configured

Client apps @

Not configured

Sign-in risk

0 Info

Configure ®
Yes No

Select the sign-in risk level this policy will
apply to

High
Medium
[] Low
[ ] No risk
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Policy composition

Conditional access - Policies

Azure Active Directory

o — - -
v=— Policies

MANAGE
&> Named locations
¥ Custom controls (preview)

Terms of use (preview)

QI' VPN connectivity (preview)

TROUBLESHOOTING + SUPPORT

X Troubleshoot

New support request

+ New policy

POLICY NAME

[baseline] Require MFA on medium risk

[baseline] managed app and device policy

Select the controls to be enforced.

@ Grant access

Require multi-factor authentication @

I:l Require device to be marked as
compliant @

|:| Require domain joined (Hybrid Azure AD)
(]

I:l Require approved client app (preview)
i

See list of approved client apps

ENABLED
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Policy composition

Conditional access - Policies

Azure Active Directory

o N + New policy Select the controls to be enforced.
v=— Policies T
OBlockaccess
POLICY NAME ® Grant access ENABLED

MANAGE
|:| Require multi-factor authentication @

¢> Named locations [baseline] Require MFA on medium risk

T Custom controls (preview) [baseline] managed app and device policy ‘

Require device to be marked as
compliant @

Require domain joined (Hybrid Azure AD)

Terms of use (preview) i ]

Require approved client app (preview)
i}

See list of approved client apps

QI' VPN connectivity (preview)

TROUBLESHOOTING + SUPPORT )
For multiple controls

X Troubleshoot

O Require all the selected controls

(® Require one of the selected controls
q
(preview)

Ny #ntk18

New support request




Deployment Guidance

MFA on low * Managed app

rick and device

medium risk Managed app
Managed app or device
or device

Baseline Sensitive Highly regulated
‘ protection protection #ntk18



Settings

Azure AD Join 2 Access work or school

» Integration with 0365 Connect to work or school
: : Get access to resources like email, apps, and the network.
’ SSO Wlth Edge or Oﬂ:lce Connecting means your work or school might control some things
3 p pS on this device, such as which settings you can change. For specific

info about this, ask them.

« OneDrive access
_I_ Connect

Related settings
Add or remove a provisioning package
Export your management log files

Set up an account for taking tests




Windows Hello for Business

« User authentication to an AAD account
« PIN, biometric or gesture is verified locally with TPM
- The TPM holds the private key that never leaves the device.

« AAD holds the public key and verifies identity against the device held
private key.

No passwords = more secure

#ntk18



Azure AD ldentity Protection

GEMERAL

Oherview

-
(7]
it}

rs flagged for risk Risk events

or e AT - e
o LA 3 I_p;r:F\:'_"'

[wi]
[¥)]

il Getting started

INWESTIHGATE

Azu re AD Users flagged for risk

A\ Risk events

Identity R
Protection 19

D Multi-factor authentication regis...

SECURED HIGH MEDHLIRA Lo CLOSED

15 |12 136 |0 |89

Sign-in risk policy

YVulnerabilities @

SETTIMNGS 1
Alerts
RISK LEWEL COUMNT WULMERABILITY
BEA wWeskly Digest . - : . . ) )
¥ = Medium 398 Users without multi-factor authentication registration
» Pinto dashboard . . . . . . . .
Medium Roles don't require multi-factor authentication for activation

Administrators aren't using their privileged roles

There are too many global administrators




Challenges in protecting privileged identites

Domain
Ben Mary John Admin Admin

Social engineering leads to - Ad Ad Aa M
credential theft

Most attacks involve Typical administrator
gathering credentials (PtH)

Administrative credentials Capability
typically provide unnecessary
extra rights for unlimited time

Time



Azure AD approach

. Domain

gredetntplal ?#aHrd h d Ben Mary John Admin Admin
revents Pass the Hash an

Pass the Ticket attacks by protecting Om O O O O
stored credentials through £ At M M M
Virtualization based Security
Just Enough Administration Just Enough and
Limits administrative privileges to the Justypitiedhalimitistration

bare-minimum required set of
actions (limited in space)

Just in Time Administration Capability
Provide privileged access through a

workflow that is audited and limited

In time

JEA + JIT = limited in time & capability

Time

Capability and time needed



The proposition

Windows devices can be more secure by Nnot

pbeing part of a traditional IT infrastructure

#ntk18



Protecting data
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...focus on data leak prevention for personal
devices, but ignore the issue on corporate owned

devices where the risks are the same or worse —

#ntk18



How much control do YOU have?

) Unregulated,
Hybrid data = new normal unknown

It is harder to protect

ldentity, device
management
protection

Managed mobile
environment

Perimeter .
protection :  On-premises




MICROSOFT'S APPROACH TO INFORMATION PROTECTION

Comprehensive protection of sensitive data throughout the lifecycle — inside and
outside the organization

®©@ O

Detect Classify Protect Monitor
Scan & detect sensitive Classify data and apply Apply protection actions, Reporting, alerts,
data based on policy labels based on sensitivity including encryption, remediation

? 2 access restrictions E

DEVICES - CLOUD - ON PREMISES




The lifecycle of a sensitive file

Data is detected
Across devices, cloud
services, on-prem
environments

Data is created, imported,
& modified across
various locations

Sensitive data is

classified & labeled
Based on sensitivity;
used for either
protection policies or
retention policies

Data is protected
based on policy
Protection may in the
form of encryption,
permissions, visual
markings, retention,
deletion, or a DLP action
such as blocking sharing

Data is monitored
Reporting on data
sharing, usage,
potential abuse; take
action & remediate

Data travels across
various locations, shared
Protection is persistent,
travels with the data

Retain, expire,
delete data
Via data
governance policies



INFORMATION PROTECTION NEEDS

DEVICE DATA LEAK SHARING
PROTECTION SEPARATION PROTECTION PROTECTION

Protect system and | Containment Prevent Protect data when
data when device is unauthorized users | shared with others,

Data separation and apps from or shared outside

accessing and of organizational
leaking data devices and control

lost or stolen




INFORMATION PROTECTION NEEDS

DEVICE DATA LEAK SHARING
PROTECTION SEPARATION PROTECTION PROTECTION

BitLocker Windows Informatidn Protection




Classify Data — Begin the Journey

Classify data based on sensitivity

: - » Start with the data that is most
IT admin sets policies, o
templates, and rules sensitive

» |IT can set automatic rules; users can
complement it

» Associate actions such as visual
markings and protection

Confidential

Restricted
Personal

X

Internal

Public




Protect data against unauthorized use

Corporate apps

ﬂﬂ VIEW EDIT COPY PASTE

Email o 0
attachment

Protect data protection by:
» Encrypting data

» Including authentication requirement and a definition of

use rights (permissions) to the data

»  Providing protection that is persistent and travels with
the data



Monitor and Respond

Monitor use, control and block abuse

L Bob MAP VIEW

i

Jane Competitors

Sue
Bob accessed from North America
@ Jane accessed from France

9 Joe blocked in Ukraine



Better user experience and integration into
Office native clients

Now:
Delightful labeling experience — for everyone! NATIVE

- Simplified interface for information labeling
« More robust content matching engine

Medium and long term:

Integration into native Office clients:
- Starting with Word, Excel and PowerPoint for Mac
» Full Office for Mac

- Office web apps
« Office for iOS & Android
« Office for Windows



Unified with Office Information Protection

and Azure AD policies

Now:
Unified information types for Office DLP & AIP
(80+ types)

Enforcing Conditional Access for protected data

Short term:
SharePoint sync client support for encrypted files (in preview now)

Medium and long term:
Unified Information Protection policy for Office
DLP & AlIP

« Unify label management
« Unified labeling experience in Office clients & SPO/OD4B
« Unified classification policy

UNIFIED




Protecting infrastructure and devices
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Managed mobile productivity

Productivity Data Protection
Enable a mobile experience that works Ensure that the right data protection
the way employees want it to. Is applied to the right scenarios.
= E 1 0 > *
= . "
Device Easy access Self-service Familiar User, device, app, Conditional Protection
choice to resources options Office apps file control access after access

Management

Tools and services that empower IT pros to do strategically more with less.

a

Unified management Cloud-based scalability and reliability Deployment support




Trusted mobile devices and mobile apps

Intune Mobile Device Management

Intune in Azure Portal
A

v

Microsoft Intune

obile devices and PCs

Device policies

Device
inventory

Device wipe
App push

Device
configuration
(certs; VPN)

Intune Mobile App Management

* App protection
policies (APP)

*  App wipe
Intune in Azure Portal ° App conﬁguration
s * App deployment
o self-service

Microsoft Intune

Intune
MAM apps

n u #ntk18

Mobile devices



Conditional access from Intune managed
devices

7
1, Client signs in; Azure AD
performs a redirect to
Intune @

2. Clientis directed to install SharePoint Online

the Intune company portal
3. Device begins enrollment

via company portal 9 Company Portal
4. Device enrolls in Intune and / St 1 el

is registered in AAD device
5. Device management and

compliance status is set in

AAD Azure Active Directory Intune o
6. AAD issues direct access Device object

token - device id 9 : Unlllfled

. . . - nroliment

7. Client accesses service with sManaged

. - MDMStatus
direct access token

8. Data is delivered to client

' Microsoft Cloud




So how is this more secure?

Intune managed devices are controlled via CSPs.
CSPs control device behaviour.

Updates can be deployed without the IT infrastructure — great for road
Warriors.

Defender and Windows updates can be deployed this way.

Up to date device = more secure




Microsoft Cloud App Security

Discover and Control access Protect your Detect
assess risks in real time information threats
|dentify cloud apps on your Manage and limit cloud app Get granular control over data |dentify high-risk usage and
network, gain visibility into shadow access based on conditions and and use built-in or custom detect unusual behavior using
IT, and get risk assessments and s.essio.n context, including e policies for data sharing and Microsoft threat intelligence
ongoing analytics. identity, device, and location. data loss prevention. and research.

Extend Microsoft security To your cloud apps

L Threat detection: Microsoft Intelligent Security Graph, Office ATP
- > | | | g 23
_] Information Protection: Office 365 & Azure Information Protection | ~J > + more

Identity: Azure AD and Conditional Access




Cloud discovery
Shadow IT

Q discovery

Risk assessment On-going

ana m.igratiorw = protection
to business- and analytics

ready apps
Discover cloud apps in use across Risk assessment for 15,000+ cloud Anomalous usage alerts
your networks apps based on 60 security and

New apps and trending apps

compliance risk factors
alerts

Investigate users and source IP

cloud usage Un-sanction, sanction and protect . :
. apps |dentify and close policy
Create custom views and reports enforcement gaps
for business units, networks and Customize labels, notes, weight in .
groups risk scoring and override per app Programmatically generate
: : risk assessment to support internal blocking scripts to supported
Optional PIl anonymized reports T T network appliances

Integrates with

Your network appliances, SIEM



Advanced Threat Analytics

. . .
- ATA works by combining analysis of
y g y 4:18
Tuesday, 4 April 2017
.
n etWO r |< t ra ﬁl C e\/e n tS a n d Reconnaissance using directory services enumeration
/ The following directory services enumerations using SAMR protocol were attempted against DC2 from DA:
= Successful enumeration of all users in transmogrifier.local by Kim Pihlstrém

| d f A ° Note Share Export to Excel Details @ Input Open
C O n te Xt U a a t a ro | | I Ct | \/ e I i ing tools allowed from the computer listed below?
Directory

- Deploy, configure and let ATA start
monitoring your network Te -

Recommendations
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Enterprise Mobility + Security
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|dentity-driven security solution

Azure Active
Directory
Premium P2

Azure Active
Directory
Premium P

Azure
Information
Protection
Premium P2

Azure
Information
Protection
Premium P1

Cloud App
Security

Advanced
Threat
Analytics
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Microsoft Enterprise Mobilitv + Security

MICROSOFT INTUNE

Make sure your devices are
compliant and secure, while
protecting data at the
application level

(" CONDITIONAL
ACCESS

~

- ——— == ——

@ Location
Risk

Device

Access
granted
to data

AZURE ACTIVE
DIRECTORY

s

Ensure only authorized
users are granted access
to personal data using
risk-based conditional
access

Goxd

servicenow &

Classify

< Label
A abe

ﬁ MICROSOFT CLOUD
APP SECURITY

Gain deep visibility, strong
~ controls and enhanced
. threat protection for data
*.stored in cloud apps

AZU RE INFORMATION
PROTECTION

Classify, label, protect and
audit data for persistent
security throughout the
complete data lifecycle

MICROSOFT ADVANCED
THREAT ANALYTICS

Detect breaches before they
cause damage by identifying
abnormal behavior, known
malicious attacks and security

Issues " [ ] Lkzl 8



Microsoft Enterprise Mobility + Security

Technology Benefit E3 E5
Azure Active Directory Secure single sign-on to cloud and on-premises app A A
Identity and access Premium P1 MFA, conditional access, and advanced security reporting
2 Exxeeny
~Em  mgnagemen .
anagement Azure Active Directory Identity and access management with advanced protection for A
Premium P2 users and privileged identities
Managed mobile . Mobile device and app management to protect corporate apps
productivity Microsoft Intune and data on any device ¢ ¢
] . Encryption for all files and storage locations
Azure Information Protection P1 ] ] ) )
Cloud-based file tracking
(on Information . . Intelligent classification and encryption for files shared inside
EHE orotec tion Azure Information Protection P2 and outside your organization )
. . Enterprise-grade visibility, control, and protection for your
Microsoft Cloud App Security cloud applications ®
. . . Protection from advanced targeted attacks leveraging user
Threat protection Microsoft Advanced Threat Analytics and entity behavioral analytics ° ®
#Nntklo




Thanks for your attention! i

Feel free to ask : ddamir@logosoft.ba
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