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Heker

Ni razvijalec
Rad razbija stvari
Posebej rad ima nevesce razvijalce
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Razvijalec

G33k
Latest&Gratest

Ni Se bil na izobrazevanju s tega
podrocja
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Orodja

Visual studio
Git

Docker

Linux
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using System.ComponentModel;
using System.Web.UI;
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/// Set this property to true when the control
f /// </summary>

B public bool EmbeddedInAjaxPanel
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Aplikacije

Velika mnozica pregledanih aplikacij

Veliko ponavljajocih se napak
Niso odvisne od tehnologije
Copy paste
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O aplikaciji C#/.NET App
.Net Core 6 O Iﬂ

Jquery Minutes

API

Docker build

Git SC






Faze

OSINT

Avtomatska analiza

Analiza in identifikacija

Kraja podatkov, razmalicenje, ...
IzkorisCanje

i & W N =

Application

Penetration
Testing




OSINT

Google
Shodan
Drugi iskalniki
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Aktivno skeniranje

Nikto

OWASP ZAP
Burp

Drugi namenski skenerji in proksiji

NT #ntk18




Aktivno izkoriscanje

OWASP TOP 10
OWASP Testing metodologija

Druge aktivnosti na podlagi izkusen;
V/Casih nujne nore ideje
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Najdene stvari

* swagger
» auth controller logging passwords



OWASP

- Open Web Application Security Project
- Odprta skupnost

- Neprofitna organizacija
- Glavni cil]
- Varna programska oprema

- https:.//www.owasp.org

N



http://owasp.org/

OWASP TOP 10

OWASP Top 10 - 2013 OWASP Top 10 - 2017

A2 - Broken Authentication and Session Management A2:2017-Broken Authentication

A1 = Injection =% A1:2017-Injection
o
"

A3 - Cross-Site Scripting (X535) A3:2017-Sensitive Data Exposure

Ad - Insecure Direct Object References [Merged+AT] | A4:2017-XML External Entities (XXE) [NEW]
AS5 — Security Misconfiguration AS5:2017-Broken Access Control [Merged]
AB — Sensitive Data Exposure . AB:2017-Security Misconfiguration

AT = Missing Function Level Access Contr [Merged+A4] L | AT:2017-Cross-Site Scripting (XS5)

AB - Cross-Site Request Forgery (CSRF) x| AB:2017-Insecure Deserialization [NEW, Community]

A9 = Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards x| A10:2017-Insufficient Logging&Monitoring [MEW,Comm.]



Primer: OWASP Security Shepherd

Scoreboard
Field Training

Private

Corporal
Sergeant

Lieutenant

The f-,lllu‘w’;r-(_: form's parameters are concatenated 1o a string that will be passe i 10 a2 SQL server This means that the

data can be interpreted as part of the code

The objective here is to modify the result of the query with SOL
s means you want to change the boolean result of the guen
The easiest way to ensure the boolean result 1s always true 15 t
ment ke | =1

If the parameter is been interpreted as a string, you can escape the string with an apostroph

ing after the apostrophe will be interpreted as SCIL code

Hide Lesson Introduction

Exploit the SOL Injection flaw in the following example to retrieve all of the rows in the table

wili be found in one of these rows! The rasults will be posted beneath the search fom

“lease enter the user name of the user that you want to lo

SELECT * FROM tb_users WHERE usemame = jim' OR 1="*

Get this user!

Search Results

Userld User Name Comment

12345 user Try Adding some SQL Code

I:]}FPE‘ L J
Fred Mtenzi A lecturer in DIT Kevin Street
Mark Denihan This guy wrote this application
Cloud Has a Big Sword

qwldshs@ab

s rows are returned. Thi

That means that everyth

The lesson’s solution key




Priporocila za varnejse spletne Aplikacije

- Sistem
- Popravki
- Ustrezne verzije
- Nadzor
- Odstranitev nepotrebnih aplikacij

- Aplikacije
- Zadnja verzija?
- Nepotrebni moduli?
- lzveden pregled ali vsaj avtomatski sken?



Kako zasciti aplikacije/sisteme

- Vgraditi varnost v cel zivljenjski
cikel

- Uporabiti varnostne principe v vseh
fazah in aktivnostih

- |zobrazevanje
- Zavedanje se potencialnih napadov
- Posiljanje ljudi na razlicne
izobrazevanja (tudi NTK steje)

N




|zobrazevati

- Razvijalce — Najboljse prakse iz varnega razvoja SW
- Testerje — Metode za identifikacijo ranljivosti
- Varnostne inzenirje — Proces varnega razvoja SW

- Lastnike, menedzment — Razumeti tveganja in zakaj je
to sploh pomembno za varnost spletnih aplikaci



ogether
Sharing is caring. | Achleve

Skupaj za istim ciljem

Ustrezna kombinacija




THE

Varno programiranje

Seznanitev s tipicnimi napakami
Uporaba zadnjih tehnologij

Za noobs in seniors

Kombinacija napada in obrambe
Developer + Hacker

NT #ntk18
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